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NISO RFID Working Group 
June 13, 2006 

 
AGENDA 

and  
MINUTES 

 
MEMBERS: Livia Bitner, Vinod Chachra, Brian Green, Michael Guillory, Jim 
Lichtenberg, Corrie Marsh, Alastair McArthur, Allan McWilliams, Louise Schaper, 
Paul Sevcik, Paul Simon, Rick Weingarten, Mary Withrow 
 
ATTENDING:  Vinod Chachra, Jim Lichtenberg, Allan McWilliams, Paul Sevcik, 
and Paul Simon 

 
1) Review of current status of RFID Committee work 

a) Deliberations of Security Committee 
b) Report from Paul Sevcik on security 
c) Report from Paul Simon on security 
d) Consolidation of Sevcik/Simon reports 

 
The reports were discussed.  Several changes were suggested.  These changes 
are reflected in the attached list of Action Items. 
 
2) BIC RFID in Libraries at CILIP (London, UK) 

a) Vine’s report to CILIP group 
b) Paul Charter’s consulting report (PPT attached) 
c) Concerns expressed by Brian Green 

 
Vinod gave a briefing of the meeting at CILIP.  The CILIP group welcomed 
NICO’s participation in the RFID standardization efforts and expressed that 
cooperation between their group and ours would be in the best interest of the 
entire community.  Paul Chertier’ made an introductory presentation.  His 
PowerPoint presentation given at the CILIP meeting in London is attached.  
Please also see Item 5 of this Agenda. 
 
3) Outline of RFID Working Group report 

a) Create skeletal outline 
b) Create detailed outline 
c) Make assignments for each item on detailed outline 
d) Set deadlines for assignments 
e) Create discussion draft of best practices report 

 
In a wonderful cooperative effort, the outline of the report was created and initial 
assignments for drafting different sections of the report were made.  The outline 
and the assignments are attached. 
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4) Open Discussion on Data Model 

a) Comments on Danish Model 
 
Both the Danish Model and the recommendations by Paul Chartier were 
discussed.  The committee focused its attention on the mandatory data elements.  
Care was taken to give due consideration to the amount of space needed to 
store these data elements.  A minimalist approach was taken and only those 
elements that were absolutely required were made mandatory.  The rest will be 
optional.  It was the desire of the group to make sure that tags with small 
memories (96 bits) could also be used for the library application.  The 
deliberation so far are reflected in the attached document. 
 
5) Confirm cooperative effort between EDItEUR and NISO for AFI assignment 

for the library industry.  Specifically, can EDItEUR can move forward with joint 
application by EDItEUR and NISO on AFI code assignment?  NOTE:  It is 
likely that the Danes will also participate. 

 
 
After some discussion on AFI, the committee had a better understanding of 
seeking a single standard AFI code for library applications.  This single code 
would be used for books and materials checked out.  A second non-unique code 
would be used when books are within the library.  The NISO group felt that our 
community’s interest would be best served by cooperating by EDItEUR in 
seeking a standardized AFI code for library applications from the SC31 WG4.  
Vinod was charged to convey this message to the administration at NISO (Pat 
Stevens) and to Brian Green in the UK. 
 
 
Attachments: 
 

1.  Draft No. 3 : Document on RFID Security on Libraries, June 12, 2006 
2. Outline of NISO RFID Committee Report, Draft No. 1, June 13, 2006 
3. Summary of Initial Discussions on Data Model 
4. Action Items from June 13, 2006 Meeting 
5. Paul Chartier’s PowerPoint Presentation  at CILIP (PPT in email) 

 
New Reading assignment: ISIL standard ISO 15511 – (ISIL)  
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Attachment No. 1 

Draft #3 
Document on RFID Security on Libraries 

June 12, 2006 
 

1. General Comments on RFID Security for Libraries 
 
There are several approaches available for securing library items using RFID, 
each with its own advantages and drawbacks.  These approaches include EAS 
bit implementations, AFI byte implementations, and database look-up 
implementations.   
 
Each of the implementations mentioned has different characteristics for speed of 
detection and reliability of detection in both laboratory and real-world conditions, 
and a great number of variables affect both of these characteristics, including the 
number of items simultaneously exiting the library, the material of which the items 
are made, the size of the RFID tags, the tuning of the circuits on the RFID tags, 
the orientation of the tags in the portal, the tags’ relative positions amongst each 
other, and whether the system time-multiplexes multiple security methods.   
 
The characteristics of different systems in terms of speed and reliability are best 
left to manufacturer specifications, with standards focusing on interoperability.  It 
is important for any RFID standard for libraries to focus on the key requirements 
for interoperability, while allowing for differences between solutions that foster 
healthy competition in the marketplace, and to allow for the development of more 
advanced solutions as technology evolves. 
 
Existing standards are also an important part of the standards process, and 
should be utilized whenever possible.  For ISO 15693 compliant tags, ISO 15961 
specifies the AFI codes to be utilized by different industries, and it is important 
that standards development by NISO promotes the use of appropriately 
standardized and authorized codes for the library industry. 

2. Security Methods 
The following sections describe three methods of security for library items using 
RFID: 

2.1.   AFI 
The purpose of Application Family Identifier (AFI) is to prevent tags from 
different industry applications from interfering with each other in the open 
environment.  The programming of an ISO 15693 compliant tag with a 



NISO RFID Agenda & Minutes, June 13, 2006 – Vinod Chachra 
 Page 4 
  
 

particular AFI code dictates that the tag will respond only when an 
interrogating reader system requests a response from tags with that AFI 
code.  This facilitates both separation of applications and security 
implementations. 
 
The AFI byte has the following format: 

 
MSB    LSB 
8                     
5 

4                         
1 

Family Code Sub Family 
Code 

 
The family code represents a top-level application family code.  The sub-
family code represents the specific sub-family of the application.   
 
Security implementations based on AFI require that a particular code be 
programmed in the AFI register of tags on library items that are checked in to 
the collection.  The portal at the library exit interrogates its surroundings for 
any tags with that AFI code.  Tags with this code in the AFI register respond 
with their unique identifier, and tags with other codes in their AFI registers do 
not respond. 

2.2.   EAS 
Electronic Article Surveillance (EAS) technology is supported by some, but 
not all, ISO 15693 compliant tag designs, as a proprietary add-on feature.  
This technology typically provides a tag with a one-bit register, programmable 
on or off, which determines the tag’s response to an EAS command from an 
interrogator.  If the bit is turned off, then the tag does not respond to an EAS 
command from the interrogator, and if the bit is turned on, then it does 
respond to such a command.  If the portal interrogator detects an EAS 
response from a tag, it generates an alarm. 
 
As mentioned earlier, EAS implementations are typically proprietary.  As 
such, it is likely that detection systems using EAS detection methods, 
designed for use with RFID tag silicon from one manufacturer, will not provide 
security on items with tags from a different silicon manufacturer. 

2.3.   Database Lookup 
 
The method consists of reading an ISO tag’s unique identifier and looking up 
the security status of that item in a database table. The method is not limited 
to ISO tags, but is applied to ISO tags in the context of the sub-committees 
goals for interoperability. 
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The database lookup method is sometimes called “virtual deactivation”.  
 
Essentially, database lookup systems maintain a database of the identifiers of 
items which are checked in or out of the library.  They employ techniques 
which interrogate their surroundings for any relevant tags, read the identifiers 
from those tags, and look them up on the database to determine the checkout 
status of the items.  These systems then generate an alarm when they 
determine that an item, which is not checked out, has passed through the 
detection system. 
 
Database lookup is generally based on reading the ISO tag UID.  This is the 
64-bit unique identifier programmed in all RFID ISO 15693 Integrated Circuits 
(ICs), by the IC manufacturers.  The UID is stored in the first two memory 
blocks in the IC and has the following format. 

 
MSB              
LSB  
64                 
57 

56                  
49 

48                                                                
1 

‘EO’ IC Mfg Code IC Manufacturer serial number 
 
The UID is programmed by an IC manufacturer and doesn’t require tag-
programming for the security feature. The only a requirement is for the 
ISO tag reader to capture the UID and pass it to the security system, 
which  determines the security status of the tag that is stored in a 
database lookup table.  

 

3. Requirements for Interoperability 
The following paragraphs outline the fundamental elements required to facilitate 
interoperability, while allowing for multiple security methods for RFID in libraries. 

3.1.   AFI Codes 
To facilitate real interoperability, all libraries should be utilizing standardized 
tag architectures.  ISO 15693 is the standard most widely used in libraries at 
this point, and all ISO 15693-3 / ISO 18000-3 Mode 1 tags do support AFI. 
 
To further facilitate interoperability, all library RFID systems, regardless of 
security method, should use AFI codes authorized by ISO for use by libraries 
for library items.  This facilitates interoperability with other applications.  Such 
codes have not yet been assigned, but ISO JTC1 SC31 WG4 SG1 is working 
to secure a pair of codes which can be used by the library industry, based on 
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a request from UK-based EDItEUR, and supported by information on AFI use 
in libraries provided by NISO. 
 
It is anticipated that when SC31 WG4 SG1 completes its work, one “closed 
system” AFI will be assigned for tags on items that are checked in to their 
controlled environment (this code will be available to multiple industries which 
loan or rent items).  Another “open environment” AFI will be assigned for 
items that are circulating outside the library. 

3.2.   AFI Locking 
Additionally, all library RFID systems should utilize design practices which do 
not limit the library’s options for the future.  Specifically, AFI codes, even 
when programmed by systems which do not utilize AFI for security, should be 
left unlocked, allowing their modification later if necessary, should the library 
wish to use AFI for security in the future. 

3.3.   Interlibrary Loan Situations 
Interlibrary Loan, for this discussion, refers to the borrowing of library items 
which belong to another library system.  It does not refer to inter-branch 
borrowing within a multi-branch library system. 
 
Systems should be designed so that should an AFI code or EAS bit be 
changed during an inter-library loan event, they will seamlessly reprogram the 
AFI code or EAS bit on the item back to a compatible setting upon its return to 
the owning library.  The burden for this reprogramming lies on the system 
which checks the item back in to the owning library. 

3.4.   Summary 
Assuming the existence of a standard, and accepting the simple guidelines 
outlined above, a library purchasing a compliant RFID system from any 
vendor should have an interoperable system to the following extents: 

• The system should cause no interference with other applications 
• The system should utilize ISO 15693 tags programmed so that they 

should work for identification of items in other libraries 
• The system should use tags which can be used for security in some 

but not all other libraries 
• The system should use tags which will not interfere with the operation 

of security systems in other libraries 
Please refer to the table in Appendix A for an additional summary of 
interoperability characteristics. 

4. Overall Recommendation 
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AFI would appear to be the best choice for implementing a standard security 
solution for the library family of applications for the following reasons. 

 
1. It is a mandatory part of the ISO standard – all ISO compliant tags and 

readers must support this command. 
2. It provides an efficient process for security. 
3. It can be implemented and still allow for other security methods 
4. It provides a filter, such that all library systems will only process tags that 

belong to the family of library applications. 
5. AFI enables interoperable systems that use different methods to process 

information and it facilitates interoperability, vendor differentiation, and 
competition.  

 
However, not all systems can comply with this method of security management. 
The committee recommends an approach to standardization in security for RFID 
in libraries which does not lock a compliant system into any single one of the 
possibilities outlined, but rather leaves security as a place for differentiation 
between vendors.   
 
This can be done in a way which provides interoperability and which does not 
force reliance on any particular proprietary security architecture.  The committee 
further recommends that the guidelines for interoperability outlined in section 3 
be adopted to ensure that we maintain interoperability of item identification 
between systems.  Please note that,  
1. An ISO library system’s security function can interoperate with any other ISO 

system by specifying a standard implementation for secuirity using the AFI 
byte.  

2. The AFI byte should be standardized to define a tag as belonging to the 
family called library applications.  

3. The AFI byte should be selected for standardizing security, because it is a 
mandatory ISO command and all ISO readers must support the command to 
be compliant. 

 
 
It should be noted that, as indicated in Appendix A, it is not possible, under this 
recommendation, to provide interoperability of security between systems in every 
case.
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5. Appendix A:  Interoperability Characteristics 
Consider the interoperability of a tag in an interlibrary loan situation, based on 
security characteristics of the systems in use. 

Borrowing Library Equipment Uses: ILL 
Example AFI used for 

security 
EAS - Vendor 1 
(also supports 
AFI for 
application 
separation) 

EAS - Vendor 2 
(also supports 
AFI for 
application 
separation) 

Database 
Lookup (also 
supports AFI 
for application 
separation) 

Tag 
supports 
AFI (no 
tag 
support 
for EAS) 

Seamless 
interoperable 
security 

EAS feature will 
not work for this 
tag.  Item 
security will not 
be available at 
borrowing 
library. 

EAS feature will 
not work for this 
tag.  Item 
security will not 
be available at 
borrowing 
library. 

Interoperable 
security after 
database 
update adds 
borrowed item 
at borrowing 
library 

EAS - 
Vendor 1 
(tag also 
supports 
AFI) 

Seamless 
interoperable 
security 

Seamless 
interoperable 
security 

EAS feature will 
not work for this 
tag.  Item 
security will not 
be available at 
borrowing 
library. 

Interoperable 
security after 
database 
update adds 
borrowed item 
at borrowing 
library 

EAS - 
Vendor 2 
(tag also 
supports 
AFI) 

Seamless 
interoperable 
security 

EAS feature will 
not work for this 
tag.  Item 
security will not 
be available at 
borrowing 
library. 

Seamless 
interoperable 
security 

Interoperable 
security after 
database 
update adds 
borrowed item 
at borrowing 
library 

O
w

ni
ng

 L
ib

ra
ry

 T
ag

 a
nd

 E
qu

ip
m

en
t U

se
s:

 

Database 
Lookup 
(tag also 
supports 
AFI) 

Seamless 
interoperable 
security 

EAS feature may 
work for this tag, 
if the tag 
supports Vendor 
1 EAS.  
Otherwise item 
security will not 
be available at 
borrowing 
library. 

EAS feature may 
work for this tag, 
if the tag 
supports Vendor 
2 EAS.  
Otherwise item 
security will not 
be available at 
borrowing 
library. 

Interoperable 
security after 
database 
update adds 
borrowed item 
at borrowing 
library 

 
Legend 
Seamless security interoperability 
Interoperable security with operator intervention 
Interoperable security for some but not all libraries
Security not interoperable for this case 



 
NISO RFID Agenda & Minutes, June 13, 2006 –Vinod Chachra Page 9 
  
 

Attachment No. 2 
 

Outline of NISO RFID Committee Report 
Draft No. 1: June 13, 2006 

 
 
1. Scope of the Charge to the RFID Committee (Assignment: Vinod 

Chachra) 
1.1. Goals – Focus on item identification 

1.1.1.  Privacy Issues 
1.1.2. Interoperability 
1.1.3. Functional Capability 
1.1.4. Cost 

1.2. Organization 
1.3. Participating members 
 

2. The Environment (Assignment: Jim Lichtenberg) 
2.1. Book Industry (Jim Lichtenberg) 
2.2. Retail Supply Chain (Jim Lichtenberg) 
2.3. Application of RFID In libraries 

2.3.1.  Item Identification 
2.3.2. People identification 

2.3.2.1. Limiting our scope to item identification 
2.3.3. Frequencies use 

2.3.3.1. Focus on 13.56 MHz 
 

3. Understanding the Technology (Assignment: Paul Simon) 
3.1. How RFID works 

3.1.1.  The actual workflow in the system 
3.1.2. Air Interface 
3.1.3.  

3.2. Standards in Use  
3.2.1.  ISO 18000 
3.2.2.  ISO 15693 
3.2.3.  ISO 15961/62/63 
3.2.4. Relationships with bar codes etc. 
 

4. Privacy Issues (Jim Lichtenberg) 
4.1. Issues being discussed 
4.2. Concerns expressed by EFF 
4.3. Statements by BISG and ALA 
4.4. Exposure to Hackers  
4.5. Center for Democracy and Technology (CDT Group) 
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5. Functional Issues (and Interoperability) (Assignment: ??) 
5.1. Type of usage 

5.1.1.   Supply chain tracking  
5.1.2.  Tagging stations  

5.1.2.1. By book jobbers 
5.1.2.2. By libraries  

5.1.3. Self Check out 
5.1.4.  Automatic checkin 
5.1.5.  Sortation systems 
5.1.6.  Inventory systems 
5.1.7. Analysis of internal operations & ROI 

5.2. Support for ILL 
5.3. Encoding procedures 

5.3.1.  ASCII or UTF-8 
 
6. Security Issues (and interoperability) (Assignment: Paul Sevcik) 

6.1. AFIs 
6.2. EAS bits 
6.3. Database Lookup 
6.4. Exposure to Hackers - Vandalism 

 
7. Data Model – data elements (and interoperability) (Assignment: Allan 

McWilliams & Vinod Chachra) 
7.1. Evaluation of the Danish Model 
7.2. General recommendation on location of data elements 

7.2.1.  Mandatory; optional etc. 
7.3. Locking and unlocking of data 
7.4. Mandatory data elements 
7.5. Data elements that MUST not be included 
7.6. Optional data elements 

7.6.1.  To support additional functions 
 

8. Summary and Recommendations (Assignment: ??) 
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Attachment No. 3 

 
Summary of Initial Discussions on Data Model 

 
1. Primary ID – Mandatory 

a. Not to exceed 16 characters – variable length 
b. Placed in first spot  -- that is -- OID=1 
c. Support all ASCII characters 
d. Always locked 

2. Library identification – The committee discussed this at length and 
remained in two minds afterwards.  The issue of whether to make this field 
mandatory was tabled for the moment.   

a. Country code and library code are mandatory elements in the 
Danish Model. 

b. UK folks suggest that this be a required field when interlibrary loan 
is a functional requirement.  

c. According to Allan McWilliams, most US libraries take interlibrary 
books and place them in plastic bags and use temporary barcodes.  
Therefore, it may not be necessary to make this field mandatory. 

d. Which coding scheme should be used for identifying libraries?  The 
OCLC library code was discussed.  The code itself does not identify 
the country of the library and not all libraries have the OCLC code. 

e. The library code may also be used for libraries within a consortium. 
 

Data Element Danish Model U K NISO USA 
AFI Mandatory  Mandatory 
Check Method Mandatory  Not Required 
Standard Version Mandatory  Mandatory 
Type of Usage Mandatory  Not Required 
Primary ID Mandatory Mandatory Mandatory 
Number of Parts Mandatory Optional Optional 
Ordinal Part Number Mandatory Optional Optional 
Country of Library Mandatory Optional Undecided 
Owning Library Mandatory Optional Undecided 
 
Items being discussed: 

A. All optional items – See Allan McWilliams’ assignment 
B. In particular 

Á Type of materials – format 
Á Location for Sortation  
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Attachment No. 4 

 
ACTION ITEMS FROM JUNE 13, 2006 MEETING 

 
 

1. Action for Paul Sevcik and all members of Committee 
a. Paul Sevcik to produce a complete list of questions for Paul 

Chartier after he has reviewed the ISO 15961/62 standards by 
August first week 

b. All participants to submit initial questions to Vinod Chachra within 
the next two weeks. 

2. Action for Allan McWilliams 
a.  Look at optional data elements 
b. Arrange data elements in priority order 
c. See which elements fit in 96, 256 and 1000 bits 

3. Action for Paul Simon 
a. Add more description to Database lookup and include 

interoperability requirements with AFI code 
4. Action for Paul Sevcik – to review full document on security (Attachment 

No. 1, Draft 3 above) for completeness and to get interoperability in the 
same section as description of AFI based security method. Contact Brian 
Green and NISO about input. 

5. Action for Vinod Chachra  
a. Distribute minutes – DONE 
b. Send Paul’s Chartier’s Power point to group – DONE 
c. Contact Paul Chartier about visiting our group – DONE 
d. Ask Alastair at TagSys to add more description to EAS based 

security and include interoperability requirements with AFI code 
e. Contact Brian Green and NISO about input. 

 
 
 
 
 



An Overview of the ISO 
RFID Data Protocol & 
Library Applications

Paul Chartier
Project Editor 

ISO/IEC 15961 & 15962
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