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The following proposed work item is submitted on behalf of Oliver Pesch, Chair, NISO Board of Directors, and Chief Strategist, E-Resources, EBSCO Information Services
Work Item Title:

Perfecting single sign-on (SSO) authentication in an imperfect world: Achieving seamless, item-level linking through single sign-on authentication technologies in a networked information environment.

Background and Problem Statement:

Accessing information in a networked environment has been a reality for most user communities for over a decade. With the advent of hosted aggregated full-text databases and the proliferation of e-journals and e-books, a user’s search for information often takes her to a number of different online hosts and platforms. When those information resources are commercial products, each platform requires the user to be authenticated and, as a result, that user may have a different identity on each platform. The problems caused by having to manage multiple identities have lead to the development of so-called “Single Sign-On” (SSO authentication) technologies, such as Athens and Shibboleth. With these technologies, the user can access all compliant content platforms using the same identity. Athens and Shibboleth have both been designed in a way that makes the authentication process (and thus the site-to-site navigation) completely invisible if the user already has an active session. 

The idea behind SSO options like Athens and Shibboleth is that the user should be able to move seamlessly between sites without being confronted with authentication challenges. Both Athens and Shibboleth work almost perfectly when the user accesses a compliant site and that site knows the authentication method to use (most sites support multiple authentication methods). The most common method for a content site to know the authentication method is by having the user access the site using a special login URL specific for the authentication method to be used (e.g., http://content.example.com/athens_login.aspx). When libraries set up access pages to the resources they subscribe to, they will often use the appropriate login URL and thus achieve the seamless access desired for their users. However, if a user who is authenticating using an SSO method accesses a content site using the generic login option, they will most like be presented with a login screen with the option to select the Athens or Shibboleth link. The user must be trained to click the appropriate link to gain access. 

While the library can control the “front door” access by using the appropriate URLs on the library’s resources page, they have far less control when it comes to item-level linking. More and more access to content sites comes as a result of linking from other sites, not through the content site’s search pages. Many publishers are reporting that more than one half of links that access their full text come from Google alone. To complicate matters, from the SSO perspective the links between sites, even if they are driven by a link resolver, tend to be generic in nature. For scholarly information, access using the DOI tends to one of the most prolific linking mechanisms. SSO-authenticated users accessing content via linking are most likely to be confronted with an authentication challenge if it’s their first access to the site—even if they have an active SSO session.

Making the SSO environment work better (smarter) will certainly help increase the success of users getting to the content to which they are entitled; however, it is probably fair to say that the majority of content hosts are NOT compliant with one or more of the SSO authentication technologies. Library users are required to operate in an environment that includes a mix of authentication technologies with IP authentication being the most common. An effective solution needs to address this hybrid environment, and at the very least, take into consideration the needs of IP authentication, proxy servers and how they interoperate with SSO authentication technologies. 

This work item is about exploring options and creating recommended practices to allow a content site to know which authentication method to use without special login URLs. Possible solutions range from providing a generic mechanism for passing the authentication method from site to site; use of cookies to remember the authentication method that was used the last time the site was accessed by that computer; and/or providing a mechanism to discover if the user has an active session for one of the common SSO authentication methods.

The expectation is that there is a continuum of options with varying levels of complexity that can be employed by content sites that will greatly improve the seamless access experience for users authenticated with the most common SSO technologies.

Statement of Work:

The goal of this work item is to explore practical solutions for improving the success of SSO authentication technologies for providing a seamless experience for the user and to promote the adoption of one or more of these solutions to make the access improvements a reality. To achieve this objective, this proposal is to convene a NISO working group to explore the problem and make recommendations. The following would be their expected deliverables:

· Create a white paper that describes the problem and explores possible solutions

· Conduct a web seminar/thought-leader meeting to further engage the community

· One or more Best Practice documents describing possible solutions

· An education plan/adoption plan for seeing solutions implemented.

Partners and Participation:

The following organizations/types of organizations should be involved.

· Librarians implementing SSO authentication methods such as Athens and Shibboleth. (Representing users)
· Athens and Shibboleth representatives. (To help explore/implement authentication discovery options)
· Representatives of commercial content hosting systems, including publishers, A&I services and aggregated full text databases. (They would need to implement any authentication)
· Representatives of web search engines, such as Google and Yahoo. (They may be able to introduce personalization options to pass along authentication preferences).
· CrossRef (Any authentication type processed via a URL would need to be passed along in DOI-based linking)
Timeline:

Following is the proposed timeline for this initiative.

	Milestone
	Timeline

	White Paper
	

	Authentication webinar
	

	Appointment of working group
	

	Completion of information gathering
	

	Completion of initial draft
	

	Completion of final draft
	


Funding:
N/A
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